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Abstract—The pervasive diffusion of mobile communication devices and the technical improvements of location techniques are
fostering the development of new applications that use the physical position of users to offer location-based services for business,
social, or informational purposes. In such a context, privacy concerns are increasing and call for sophisticated solutions able to
guarantee different levels of location privacy to the users. In this paper, we address this problem and present a solution based on
different obfuscation operators that, when used individually or in combination, protect the privacy of the location information of users.
We also introduce an adversary model and provide an analysis of the proposed obfuscation operators to evaluate their robustness
against adversaries aiming to reverse the obfuscation effects to retrieve a location that better approximates the location of the users.
Finally, we present some experimental results that validate our solution.
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+

1 INTRODUCTION

The physical location of users is rapidly becoming easily
available as a class of personal information that can be
processed for providing new online and mobile services,
generally called Location-Based Services (LBSs). Customer-
oriented applications, social networks, and monitoring
services can be greatly enriched with data reporting
where people are, how they are moving, or whether
they are close to specific locations. Several commercial
and enterprise-oriented LBSs are already available and
have gained popularity (e.g., [4], [13], [26]), driven by
the relevant enhancements achieved in the field of sens-
ing technologies. Location techniques permit to gather
location information with good precision and reliability
at costs that most people (e.g., the cost of current mo-
bile devices like cellular phones) and companies (e.g.,
the cost of integrating location techniques in current
telecommunication systems) can economically sustain.
In this context, the privacy of the users, which is
already the center of many concerns for the risks posed
by current online services [4], [29], [34], can be threat-
ened by LBSs. The publicity gained by recent security
incidents that have targeted the privacy of users has
revealed faulty data management practices and unau-
thorized trading of personal information (including ID
thefts and unauthorized profiling). For instance, legal
cases have been reported, where rental companies used
the GPS technology to track their cars and charge users
for agreement infringements [9], or where an organiza-
tion used a location service to track its own employees
[25]. In addition, research on privacy issues has gained a
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relevant boost since providers of online and mobile ser-
vices have often largely exceeded in collecting personal
information in the name of service provision.

In such a worrisome scenario, the concept of location
privacy can be defined as the right of individuals to decide
how, when, and for which purposes their location information
can be released to other parties. The improper exposure of
location information could result in severe consequences
that make users the target of fraudulent attacks [15].

Current research on location privacy has mainly fo-
cused on supporting anonymity and partial identities [7],
[8], [16], [19], [31]. To a certain extent, anonymity and
complete knowledge of personal information are the
opposite endpoints of all the degrees of personal in-
formation knowledge managed by online services, and
location information is just one type of personal infor-
mation that often needs to be bound to a user identity.
Anonymity is however not viable in the provision of an
online service when the identification of users is required
[23]. In this case, a solution to protect the privacy of
users consists in decreasing the accuracy of location
information [14], [30]. As a matter of fact, many LBSs
do not need to have available location information as
accurate as possible to offer an acceptable quality of
service to users.

In this paper, we present a novel solution aimed at
preserving the location privacy of the users by perturb-
ing location information measured by sensing technolo-
gies. We focus on the development of techniques for
protecting a single sample of location information. For
the sake of concreteness, we consider locations gathered
by means of cellular phones as our reference, even if our
solution is not bound to a specific location technique.
One important characteristic of cellular phones is their
large availability and the possibility to be used as a
source of location information both indoor and outdoor



(on the contrary, GPS is operating mainly outdoor). Key
aspects of our perturbation process, called obfuscation, are
i) to allow users to express their privacy preferences in a
simple and intuitive way, and ii) to enforce the privacy
preferences through a set of techniques robust against
a relevant class of de-obfuscation attacks. To this end,
we introduce the concept of relevance as a metric of both
location information accuracy and privacy that abstracts
from the physical attributes of the sensing technology as
well as from the actual technique employed to obfuscate
a location. This way, while users have just to select a rele-
vance value, the robustness of the solution is guaranteed
by randomly selecting one of the techniques to produce
the obfuscated location. The robustness is demonstrated
by our experiments simulating an attacker aiming at
reversing the protection granted by obfuscation. Another
benefit that the relevance metric could bring to LBSs
is to support automated negotiation protocols handling
the trade-off between the level of location accuracy
for LBS provision requested by service providers and
the protection of the location information requested by
users. Both needs could be expressed as relevance and
the quality of online services or the location privacy can
be adjusted, negotiated, or specified as contractual terms
to meet a certain relevance.

The remainder of this paper is organized as follows.
Section 2 presents the basic concepts. Section 3 pro-
vides the probabilistic fundamentals exploited by the
obfuscation operators. Section 4 introduces the basic
obfuscation operators used to protect the privacy of the
users. Section 5 presents the composition of our basic
obfuscation operators and the set of all the available
operators. Section 6 analyzes our solution against adver-
sarial attacks aimed at compromising the privacy guar-
anteed to the users. Section 7 presents an experimental
study evaluating the robustness of our solution. Section 8
describes a real application scenario. Section 9 discusses
related work. Section 10 presents our conclusions.

2 BASIC CONCEPTS

The physical position of users, as each physical mea-
surement, is always affected by an intrinsic measure-
ment error introduced by sensing technologies. A direct
consequence of such a lack of precision is that the
location position of a user cannot be expressed as a
geographical point, which would imply to suppose that
sensing technologies can return exact information.! We
then assume that positions of users are always repre-
sented as planar circular areas. This assumption satisfies
the general requirement of considering convex areas to
easily compute integrals over them. Also, circular areas
approximate well the actual shape resulting from many
location techniques (e.g., location gathering based on

1. Some works (e.g., [7], [14], [19], [27]) approximate positions as
geographic points, which is acceptable when the purpose is to analyze
techniques that are affected by small measurement errors only. In
general, such an assumption is not realistic since location measurement
errors are often a relevant factor of the measurement accuracy.

cellular phones). A location measurement returned by a
sensing technology can then be defined as follows.

Definition 2.1 (Location measurement): Let (z,,v,) be the
real position of a user u. A location measurement for v is
a circular area A;=(z;,y;,i) C R? returned by a sensing
technology such that (z;,y;) are the coordinates of the
center of A;, r; is its radius, and the following conditions
hold:
1) P((muayu) € Az) =1
2) P((xy,yu) € A), where A = (z,y,0r) C A; is the
neighborhood of position (z,y) with é7 an infinitely
small radius, is uniformly distributed.

Condition 1 comes from observing that sensing tech-
nologies based on cellular phones usually guarantee that
the real user position is within the returned area [12].
Condition 2 states that the probability that the real user
position falls within a neighborhood A C A; of a random
point (z,y) is uniformly distributed. In other words, the
real user position could be randomly located everywhere
inside A; with uniform probability.

The goal of our work is to design a solution that
protects the location privacy of the users according to
their preferences and application context. To this end,
the location privacy must be measured and quantified
with respect to the accuracy of the location measure-
ment: the more accurate the measurement, the less the
privacy. The accuracy of a location measurement re-
turned by a sensing technology depends on the radius
of the measured circular area, which, in turn, depends
on the unavoidable measurement error of the sensing
technology. To evaluate the quality of a given location
measurement, its accuracy must then be compared with
the best accuracy that sensing technologies are able to
provide. Several works describe and discuss different
location techniques and their best accuracy [20], [32],
which is always expressed by defining the radius of the
area returned if the best accuracy is achieved.

We introduce a metric, called relevance, that provides
both an adimensional technology-independent measure
of the location accuracy and a measure of the privacy of
a location measurement. The relevance associated with
a location measurement is formally defined as follows.

Definition 2.2 (Relevance): Let A;=(x;,y;,r;) be a location
measurement for a user and r, be the radius of the
area that would be produced if the optimal accuracy is
achieved. The relevance associated with A;, denoted R;,
is the ratio 72 /r?.

In other words, R; models the relative accuracy loss
of a given measure (e.g., due to particular environmental
conditions) with respect to the optimal accuracy r, that
the location techniques would have achieved in perfect
environmental conditions. R; is the only relevance value
that depends on physical values (i.e., measurement er-
rors). By definition, such a relevance:

o tends to 0, when the location measurement is ex-

tremely inaccurate;



e is equal to 1, when the location measurement has
achieved the best accuracy that the location tech-
niques allow;

o is in the range (0,1), otherwise; the higher the value,
the higher the accuracy.

The location privacy associated with a location measure-
ment A; can then be defined as follows.

Definition 2.3 (Location privacy): Let A; be a location
measurement with relevance R;. The location privacy of
Ai is 17721

In our reference scenario, users can specify their pri-
vacy preferences in term of a final relevance Ry that a
location measurement must not exceed. A typical way
to let users specify their privacy preferences, which
has been presented in the literature (e.g., [5], [14]), is
based on the concept of minimum distance. For instance,
a user can define “100 meters” as her privacy preference,
meaning that she can be located with an accuracy not
better than 100 meters. Considering measurements that
produce circular areas, such a preference corresponds
to an area of radius 100 meters at least. Although this
solution is certainly intuitive and easily understandable
by users, it suffers from some drawbacks. In particular,
a minimum distance is meaningful in a specific applica-
tion context only, and is suitable when the obfuscation
is performed by scaling a location measurement to a
coarser granularity. We instead propose a solution based
on the specification of a final relevance R ; that does not
depend on the application context and provides strong
robustness. The final relevance R, together with the
initial relevance R; associated with A; are used to derive
the accuracy degradation that needs to be introduced for
privacy reason.

Definition 2.4 (Accuracy degradation): Let A; be a location
measurement with initial relevance R;, and let R be
the final relevance requested by the user. The accuracy
degradation to be applied to A;, denoted J, is the ratio
Ry/R;.

Given a location measurement and an accuracy degra-
dation, our problem is to transform (obfuscate) the loca-
tion measurement in such a way that the resulting area
satisfies the privacy preference R; defined by the user.

Problem 2.1 (Obfuscation): Let (x,, y.,) be the real position
of a user u, A; with relevance R; be a location measure-
ment for u, and Ry be the final relevance to be satisfied.
Transform A; into an obfuscated area A; such that the
following conditions hold:

1) Ay has relevance Ry;
2) P((zy,yu) € Af) > 0.

Condition 1 requires the obfuscated area to satisfy the
privacy preference of the user. Condition 2 requires the
obfuscated area to include the real user position, and
implies that A; and A cannot be disjoint.

The transformation of a location measurement A; into
an obfuscated area A; is performed by applying a set
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Fig. 1. Relevance degradation due to the intrinsic mea-
surement error and obfuscation

of basic obfuscation operators (or a combination of them)
that change the radius, or the center, of the original
location measurement. As illustrated in Figure 1, the
transformation of A; into A; introduces a relevance
degradation in addition to the natural degradation due
to the intrinsic measurement error. Note that if R />R,
no obfuscation is applied to the location measurement,
since the measurement error introduced by a sensing
technology already satisfies the privacy preference of the
user. The following sections describe the basic obfusca-
tion operators and their composition.

3 PROBABILISTIC FUNDAMENTALS OF THE
OBFUSCATION OPERATORS

We briefly survey the basic probabilistic concepts ex-
ploited by our obfuscation operators.

Considering the two coordinates (x,y) as two random
variables, Definition 2.1 implies that each location mea-
surement is characterized by a joint probability density
function (joint pdf) that is uniform within the location
measurement itself [28].

Definition 3.1 (Joint pdf): Given a location measurement
Ai=(x;,yi,mi), the joint probability density function (joint
pdf) of variables X, Y corresponding to the x-coordinate
and the y-coordinate, respectively, denoted f;(X,Y), is:

# if (z,y) € A;
i) {0 otherwise.

The corresponding joint cumulative distribution func-
tion (joint cdf) F; computed over the location measure-
ment A; (e, [ [ A, fi(z,y)da dy) is equal to 1. Intuitively,
the joint pdf represents the probability distribution of
the real user position to be in the neighborhood of a
point (z,y) € A;; the joint cdf over A; is the probability
that the real user position is within A;. The physical
transformations that can be applied on A;, that is, a
change in its radius or center, produce an obfuscated
area A; for which the joint pdf, joint cdf, or both may
be different from the joint pdf and the joint cdf of the
original location measurement. Such physical transfor-
mations introduce in the original location measurement
an accuracy degradation A (see Definition 2.4) that can
be defined as the composite probability of the following
two independent events: i) a random point (z’,y') € Ay
belongs to the intersection between A; and Ay, and ii) the
user’s actual position (., . ) belongs to the intersection.
The term A is then equal to:
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Fig. 2. A location measurement (a) and the pdf of the
corresponding variable C (b)
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From Definition 2.4 and Equation (1) we obtain that:

_ Ry _ (AinAg)?
AT R T AsA, @

Equation 2 represents the relationship between the
accuracy degradation A and the original location mea-
surement A;, which are known, and the corresponding
obfuscated area Ay, which needs to be computed.

In the following, to graphically illustrate the proba-
bilistic effects of an obfuscation over a location measure-
ment A;, we consider a continuous random variable C,
defined on the nonnegative real numbers, with a uniform
distribution on [0,77?], meaning that the probability
density function f;(c) = —,c € [0,7r7] (see Figure 2).
The corresponding cumulative distributed function F;
computed for ¢; = 7r?, which is the gray area under
the pdf from 0 to 772 in Figure 2, is equal to 1. It easy to
see that the random variable C' is statistically equivalent
to variables (X,Y).

4 BASIC OBFUSCATION OPERATORS

An obfuscation operator calculates an obfuscated area
Ay with relevance Ry, starting from a location mea-
surement A; with relevance R;. Formally, an obfuscation
operator is defined as follows.

Definition 4.1 (Obfuscation operator): Let A be the set of
circular areas. An obfuscation operator op:A x (0,1] x
(0,1] — A takes a circular area A; and two relevance
values R; and Ry as input, where R; is the relevance
associated with A; and Ry < R; is the final relevance to
be satisfied, and produces as output an obfuscated area
Ay such that:

1) Ay has relevance Ry;

2) AynNA; # 0.

Here, Condition 2 directly derives from Condition 2
of Problem 2.1, which requires that each obfuscated area
has a probability greater than zero of containing the real
position of the user.
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Fig. 3. Graphical illustration of the basic obfuscation
operators and of their probabilistic effects on variable C

We now describe our basic obfuscation operators:
enlarge (E), reduce (R), and shift (S).
Enlarge (E). Given a location measurement A; with rel-
evance R;, and a relevance Ry, it produces an obfus-
cated area E(A4;R;Rys) = Ay with radius ry > r; (see
Figure 3(a)). Obfuscating a location measurement by
increasing its radius logically corresponds to generaliza-
tion techniques employed in data privacy solutions (e.g.,
[11]). Such an obfuscation has the effect of decreasing the
probability that the real user position falls within the
neighborhood of a point (z,y) € Ay, which corresponds
to decreasing the pdf’s value associated with A, while
the probability that the real user position falls within Ay
remains equal to 1. Considering variable C, Figure 3(a)
shows that by enlarging the radius, the pdf’s value asso-
ciated with Ay decreases (from fi(c)=—15 to f(c)==1)
while the interval on which is defined increases (frojrcn
[0,77] to [0,77F]), thus maintaining the area under the
pdf equal to 1 (i.e., F¢(cy)=F;(c;)=1).
From Equation (2), it follows that:
Ry (A; ﬂAf)Q A; 7"1~2

Ri  ApA

Consequently, the radius r; of the obfuscated area

calculated with this operator satisfying the user privacy
preference Ry is:

Ri
Ry

Ty =" (4)

For instance, suppose that the privacy preference of
the user is R;=0.16 and that a location measurement
with best accuracy has radius r, = 0.4 km (this value



is far from reality, but it is assumed for simplicity). Con-
sider a location measurement A; with radius ?;L = 0.5 km.
The relevance R; associated with A; is R;=.$=0.64. The
application of operator E produces an obfuscated area
=1 km.

Reduce (R). Given a location measurement A; with rel-
evance R;, and a relevance Ry, it produces an ob-
fuscated area R(A;R;Rys) = Ay with radius ry < r;
(see Figure 3(b)). While this obfuscation effect might
appear counterintuitive at first sight, it has a precise
probabilistic explanation: the probability that the real
user position falls within the obfuscated area is reduced,
which corresponds to decreasing the area under the pdf
associated with Ay, while the pdf’s value associated with
Ay remains unchanged (i.e., ff(c)=fi(c)= 2‘) Consid-
ering variable C, Figure 3(b) shows that by reducing
the radius, the interval on which the pdf associated
with Ay is defined decreases (from [0,777] to [0,777]),
meaning that the area under the pdf decreases (ie.,
Ff(Cf)<Fi(Ci):1).2

Equation (2) is again used to compute the radius r; of
the obfuscated area calculated with this technique and
that satisfies the user privacy preference R ¢:

with relevance R and radius ry =r;

Ry _ (AinAp? Ay 1% )
RZ‘ o AfAz o A»L h 7‘-2

Ry
R

TP=T; (6)

For instance, suppose that the privacy preference of
the user is R;=0.16 and that a location measurement
with best accuracy has radius r, = 0.4 km. Consider
a location measurement A; with radius ”2 0.5 km.
The relevance R; associated with A; is R;= g—O 64. The

application of operator R produces an obfuscated area

with relevance R and radius ry =r; R1-0.25 km.

Shift (S). Given a location measurement A; with rel-
evance R;, and a relevance Ry, it produces an ob-
fuscated area S(A4;R;Rys) = Ay such that (zf,yf) =
(x; +dsin@,y; + dcos ), where d € (0, 2r;] is the distance
between the centers of A; and of Ay, and ry=r; (see
Figure 3(c)). Note that distance d cannot be greater than
2r;, since by Definition 4.1 the two areas cannot be
disjoint. Such an obfuscation has the probabilistic effect
of decreasing both the probability that the real user
position is in the neighborhood of a point (z,y) € Ay
and the probability that the real user position falls within
Ay. Considering variable C, Figure 3(c) shows that by
shifting the center, the pdf’s value associated with Ay
decreases (i.e., f¢(c)<fi(c)) while the interval on which

2. Obfuscation by radius reduction, while always suitable in theory,
has an obvious limitation in the actual size of location measurements.
For instance, GPS locations, being usually affected by small measure-
ment errors, are unsuitable for this technique while cellular phones
or wi-fi location measurements may exhibit measurement errors that
make reduction applicable, especially if combined with shifting, as
discussed in the following.

it is defined remains unchanged, meaning that the area
under the pdf decreases (i.e., Fy(cs)<F;(c;)=1). With
respect to data privacy literature, it logically corresponds
to inserting random noise into the data (e.g., [11]).
With shifting, the obfuscation depends on the intersec-
tion of A; and Ay: the smaller the intersection (i.e., the
higher the d), the highest the obfuscation. In particular,
the maximum privacy is obtained for d=2r;. In addition
to distance d, a rotation angle # must be specified to
derive an obfuscated area by shifting the center. For the
scope of this paper, and without loss of generality, 6 is
assumed to be randomly generated. Strategies for select-
ing a value for ¢ depend on the application context [2].
From Equation (2) and since 4; and Ay have the same
area (i.e., mr; = nr3), it follows that:
Ry
Ri’

AinAp=mr} - ?)

Expanding the term A; N Ay as a function of the
distance d between the centers, distance d can be cal-
culated numerically by solving the following system of
equations, where o and v are the central angles of the
circular sectors identified by the two radii connecting
the center of A; and of Ay with the intersection points
of A; and of Ay, and A = —f represents the accuracy
degradation. 1

7‘2

[%r? - g sina] + [%r? - 7f sin’y} = \/X?T’f‘i?"f
d=ricos g +rycosy ®)
risin g = rysin 3

To calculate the distance d between the centers of two
partially overlapped circles having the same radius (i.e.,
r;=ry), the previous system of equations is simplified as
follows.

9
d:2r¢cos% ©)

{a —sino = \/Xﬂ'

Given distance d and a random angle 6, the resulting
obfuscated area satisfies the privacy preference R of the
user.

For instance, suppose that the privacy preference of
the user is Ry=0.4 and that a location measurement
with best accuracy has radius r,=0.895 km. Consider a
location measurement A; with radigs r;=1 km. The rele-
vance R; associated with A; is Rizf_—g:O.S. By Equation 9,
the application of operator S produces an obfuscated
area with relevance R; and such that d=0.464 km is the
distance between the centers of the two areas. Finally, an
angle 0 is selected and the obfuscated area is generated.

Figure 4 summarizes the three basic obfuscation op-
erators, along with their input parameters, and shows
how an obfuscated area A; is computed, by reporting
the coordinate of its center and the radius.



Operator Obfuscated area A;=(xf,ys,75) Comment
T

E(A;Ri/Ry) T Vi i 775; Ty from
Eq. (4)

R(A:Ri,Ry) T Yi T % T from
Eq. (6)

S(AsRi,Ryf) | ¢i+dsin® | y;+dcosd ry d from Eq. (9)
6 random

Fig. 4. Basic obfuscation operators

5 COMPOSITION OF THE BASIC OBFUSCATION
OPERATORS

The basic obfuscation operators just illustrated transform
a location measurement by changing its radius (oper-
ators E and R) or by changing its center (operator S).
These two types of physical transformations can also be
applied together, meaning that the basic operators can be
composed by executing them in sequence. In this case,
each operator used in the composition must produce an
area where the relevance degradation is always evalu-
ated with respect to the original location measurement
A; and relevance R;, which we call reference area and
reference relevance, respectively. This observation changes
the definition of obfuscation operator as follows.

Definition 5.1 (Obfuscation operator): Let A be the set
of circular areas, and A; € A be the reference area
with reference relevance R;. An obfuscation operator
opa, R, : Ax (0,1 — A over A; and R, takes an area
A and a relevance R’ as input, with AN A; # 0 and
R’ < R;, and produces an obfuscated area A’ as output
such that:

1) A’ has relevance R/;
2) A'NA; #£0.

From Definition 5.1, it follows that two obfuscation
operators can be composed only if they are defined and
evaluated over the same reference area A; with reference
relevance R;. From Definition 4.1 and Definition 5.1,
it also follows that op(A4;,R;,Rs) = opa, r:(Ai,Ry),
meaning that when the reference area A; is also the area
that needs to be obfuscated, the two operator definitions
are equivalent. In the following, the composition of two
obfuscation operators h 4, r, and k4, »,, called composed
obfuscation operator, is denoted hk (omitting both the
reference area A; and the reference relevance R;) and
states that the application of operator h is followed by
the application of operator k. As an example, consider
composed operator ES=S 4, r, (Ea, r; (4, Rm)Ry) illus-
trated in Figure 5, where A; is the original location
measurement (the dark gray area), A,, is the obfuscated
area produced by the first operator (the area filled with
vertical lines), Ay is the obfuscated area produced by the
second operator (the area filled with horizontal lines). In
the first obfuscation step (E), relevance R,, is a random

value between R; and R; and radius 7, of area A,,

R

is computed as r,, = r; L (Equation (4)). Accordin:
p R 4 g
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Fig. 5. Composed operator Es applied on A;
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Fig. 6. Relevance degradation due to intrinsic measure-
ment error and obfuscation

to Definition 5.1, in the second obfuscation step the
codomain of the Shift operator must be restricted to
the areas that have an intersection with A;. The value d of
the center-shifting is then calculated, starting from area
Ap,, to generate an obfuscated area Ay whose overlap
with the original area A; satisfies the privacy preference
of the user.

Although in theory it is possible to combine operators
E, R, and S an arbitrary number of times, the combina-
tion of more than two operators is never necessary, as
stated by the following lemma.

Lemma 5.1: Given A1 = <$1,y1,7"1> and AQ = <.7J2,y2,7“2>,
A; can always be transformed into A, (or vice versa)
by applying one or both (in some order) of these two
operations:
o a center shifting such that the center (z1,y1) of A;
becomes equal to (z2,y2);
o aradius enlargement or reduction such that v, becomes
equal to ra.
The proof immediately follows from the geometric
properties of the circular areas.

From this lemma, it follows that the relevant com-
posed operators are those obtained by combining op-
erators E and R with operator S, that is: ES, SE, RS, and
SR. This implies that we only need one intermediate rel-
evance R, such that Ry < R,, < R;, which represents
the relevance achieved by the first obfuscation step (see
Figure 6).

Note that the difference between R; and R,, and the
difference between R,, and R; have an impact on the
importance associated with each basic operator used
in the composition. Indeed, if the difference between
the relevances associated with two areas is small, also
the corresponding obfuscation effect is small. Figure 7
illustrates the redefinition of the three basic obfuscation
operators according to Definition 5.1 and shows the
resulting obfuscated area A when they are used: i) in
the first step (1°%) of a composed operator to produce,



Operator Obfuscated area A={z,y,r) Comment
xT [ i [ r
1501Ex; R, (Ai, Rm) z; Yi T 7757; r from Eq. (4)

R, R, (Ai, Rm) Ti Yi riy/ 72 |r from Eq. (6)

Sa;R;(Ai, Rm)| zi+dsin0 [ y;+dcos T; d from Eq. (9)

6 random
2"EA; R, (Am, Ry) Tm Ym > 1y |7 from Eq. (8)
Ra, R, (Am, Rs)|  Tm Ym < T |7 from Eq. (8)

(Am, Ry)|zm+dsin0lym+dcosd| rmy |d from Eq. (8)

6 random
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Fig. 7. Redefinition of the obfuscation operators

starting from the original location measurement A;, an
intermediate area with relevance R,,; ii) in the second
step (2"%) of a composed operator to produce, starting
from an intermediate area A,,, the final obfuscated area
with relevance R¢.

Let Ay, r, be the set of all possible obfuscated areas
generated by the application over area A; with relevance
R; of the basic and of all composed operators (i.e., ES,
SE, RS, and SR). We are interested in finding the set
O of (basic and composed) obfuscation operators that
is complete and minimal, as introduced by the following
definition.

Definition 5.2 (Complete and minimal): Given a set O of
obfuscation operators and the set Aj . of areas gen-
erated by applying any obfuscation operator in O over
a reference area A; with relevance R;, O is said to be
complete and minimal iff:

o A% r, = Aa, r, (completeness);
e VO'CO,3A € A , 1 A' ¢ A 1, (minimality).

A set O of obfuscation operators is then complete and
minimal when it can produce every possible obfuscated
area and therefore does not exist another set O’ of
obfuscation operators that can produce every possible
obfuscated area and that is a proper subset of O. To
determine a complete and minimal set of obfuscation
operators, it is important to note that the order in which
operators are applied affects the set of areas that can be
produced, as showed by the following lemma.

Lemma 5.2: Let A; with relevance R; be the reference
area. Given composed operators SE, ES, SR, and RS, the
sets of areas that can be produced by applying them
over A; satisfy the following relationships: 1) A¥ . ¢
;42¢7Ri;cz) A?“Rsz A ‘AZSMRH' 3) AEASmRi A A%aRi; and 4)
AiRi =
Proof:

1) A o, € A% .. Let Ay € A% . be an ob-
fuscated area such that A; contains the original
area A;. Ay can never be produced by operator
ES. As a matter of fact, in operator ES, the first
step (enlargement) would produce an area A,, that
necessarily includes A;. From Lemma 5.1, A,, has
the same radius as Ay and therefore, by definition
(Equation 2) has the same relevance as Ay. Since

SR
AiRq*

each step of a composed operator must decrease
the relevance (Definition 5.1), Af can never be
returned by the second (shifting) step.

2) AR g, £ AR %, Let Ay € A% 5 be an obfuscated
area included in the original area A;. The proof is
analogous to case 1 above as reduction applied as
a first step would produce an area A,, included in
A; and therefore with same relevance as Ay, which
therefore could never be returned by the second
(shifting) step.

3) A% », L A% r,.Let Ay € A% . be an obfuscated
area such that the distance d between the center of
A; and the center of A is greater than 2r;. Ay can
never be produced by operator SE. As a matter of
fact, to produce A; with operator SE, the first step
(shifting) would have to produce an area A,, that
has empty intersection with original area A;; this is
not possible by definition (Definition 5.1, Condition
2).

4) A% n C AR o . ltiseasy tosee that VA; € A% 5
with relevance Ry < R;, Ay is always partially
overlapped with A;, and the distance d between
the center of A; and the center of Ay is less than
or equal to r; + 7. This implies that VA; € A% r ,
Ay can also be obtained by first shifting A;, thus
obtaining an area A,, with (2., ym) = (¢, yr) and
Rm < R;, and then by reducing the radius of A4,,
until 7, becomes equal to r¢, thus obtaining an
area Ay with relevance Ry < R, < R;. O

From Lemma 5.2, we can immediately conclude that
composed operator RS is redundant since it can only
produce areas that can be produced by composed op-
erator SR. The set O={E,R,S,ES,SE,SR} of obfuscation
operators over A; and R; is then complete and minimal,
as captured by the following theorem.

Theorem 5.1: Given a reference area A; with relevance
R, the set O={ER,S,ES,SE,SR} of obfuscation operators
over A; and R; is complete and minimal.

Proof: The proof follows from Lemmas 5.1 and 5.2. O

Figure 8 summarizes our composed operators report-
ing, for each of them, the coordinate of the center
and the radius of the intermediate area A,,, computed
through the first operator of the composed operator,
and the coordinate of the center and the radius of the
final obfuscated area Af, computed through the second
operator of the composed operator and satisfying user
privacy preference R ;. Note that for composed operators
SE and SR the figure distinguishes two different cases,
depending on whether the resulting obfuscated area Ajy:
1) is partially overlapped with A;, 2) is fully included in
A; (for SR), or it fully includes A; (for SE). The reason for
this is that the partial overlapping and inclusion cases
must be treated separately, since they have different
behaviors when analyzed with respect to the adversary
that tries to reduce the obfuscation effects.
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Fig. 8. Composed operators

6 ADVERSARY MODEL

A sound definition of relevance as a metric for estimating
the location accuracy and the privacy is not enough
to measure the real privacy protection provided by the
obfuscation operators, because the degree of robustness
of each operator must be evaluated with respect to pos-
sible de-obfuscation attempts adversaries can perform.
Accordingly, we say that an obfuscation operator is robust
if and only if it cannot be reversed by an adversary to obtain a
location measurement that approximates the original location
measurement better than the obfuscated area, meaning that
the relevance associated with the de-obfuscated area is
greater than the relevance associated with the obfuscated
area. It follows that two issues must be considered when
the obfuscation robustness is analyzed:

o the adversary can manipulate an obfuscated area

and obtain a more accurate location;
o the adversary can evaluate the resulting relevance
gain or loss after the de-obfuscation attempt.

While it is relatively straightforward to de-obfuscate an
area by applying some transformations, understanding

whether the de-obfuscated area is more or less accurate
than the obfuscated area could be an irresolvable task for
the adversary. In this situation, called blind de-obfuscation,
the adversary can only act randomly and the obfuscation
operators that permit just this possibility are considered
strongly robust. However, we will see that some oper-
ators, called weakly robust, may provide the adversary
with a preferred de-obfuscation strategy.

In our analysis, we assume an adversary model where
all parties that receive or manage an obfuscated area
without knowing the original location measurement are
considered untrusted and could behave as adversaries.
In addition, we assume that the adversary is aware of
i) the obfuscated area, ii) the location sensing technology
adopted by the location service, and iii) all the available
obfuscation operators. The specific obfuscation operators
applied to produce the obfuscated area, as well as the
relevance of the obfuscated area, are instead assumed to
be unknown. Note that, we do not explicitly consider the
problem of an adversary that infers location information
from subsequent queries of a user location. Intuitively,



our solution offers a degree of protection because, by
design, each location measurement is obfuscated by
applying a technique randomly chosen among a set of
possibly obfuscation techniques. Therefore, the uncer-
tainty is increased for an adversary aiming at inferring
information. There is also no obvious way for the adver-
sary to calculate a location that proves better, in term of
relevance, with respect to the obfuscated areas. However,
an extensive analysis of this case is expected in future
works.

We can then consider two different scenarios. In the
first scenario, the adversary cannot infer any information
from the obfuscated area and therefore she only knows
that the area has been produced by using an obfuscation
operator belonging to the whole set of available oper-
ators, which we call x-family={E,R,S,ES,SE,SR}. In the
second scenario, an adversary can collect some reliable
application context information that is exploited to infer
whether the obfuscated area has a radius apparently
“unusually small”, meaning that the obfuscated area
has been computed through set {R, SR} of operators,
or “unusually large”, meaning that the obfuscated area
has been computed through set {E, SE, ES} of operators.
Given their importance in the analysis, we call these two
subsets R-family and E-family, respectively. Note that the
adversary cannot recognize whether operator S has been
used to produce obfuscated areas. Moreover, operator
S introduces a random parameter (the rotation angle
6) that the adversary cannot evaluate. The consequence
is that if the adversary tries to de-obfuscate the given
obfuscated area through a shifting of the center, it cannot
evaluate whether the de-obfuscated area has a relevance
greater than the relevance associated with the obfuscated
area. Therefore, we assume that the adversary tries to de-
obfuscate the observed area by enlarging or reducing its
radius only.

The ability to recognize the R-family and the E-family
allows an adversary to decide if the de-obfuscation
attempts should be based on enlarging or reducing the
radius of the obfuscated area, respectively. However,
the task of recognizing if an obfuscated area has been
produced by an operator of these two families could be
costly and time-consuming due to the very nature of lo-
cation measurements, whose accuracy strongly depends
on environmental factors, such as weather conditions
or building materials. Such a task, except for evidently
abnormal values for the radius, is based on the average
measurement errors produced by the specific location
technique in the specific area of interest (and possibly
in the same measurement conditions). Performing this
evaluation implies, in general, the availability of a reli-
able statistic of measurement errors in the observed area,
which can be collected as a result of field tests during
different days with different environmental conditions.

In the following analysis, we consider the worst sce-
nario, where an adversary is able to distinguish the
family of operators used to produce the obfuscated area.

N

Fig. 9. De-obfuscation attempt on area Ay produced
through composed operator SR (partial overlapping)

6.1 R-family de-obfuscation

The R-family de-obfuscation attempts are focused on
reversing the obfuscation through an enlargement of the
radius of the obfuscated area. As an example, consider
the areas reported in Figure 9, where A; is the original
location measurement (the gray area) unknown to the
adversary, Ay is the obfuscated area (the area filled with
horizontal lines) obtained through operator SR, and Aq
is the de-obfuscated area produced by enlarging the

radius of A (the area with dashed line). We have that

(AmAjjffflmA”’) > (AimAjzfg‘ijf), meaning that A, has

relevance greater than the relevance associated with Ay
(see Equation (7)). For each operator of the R-family, Fig-
ure 10 shows the variation of the relevance (Y axis) as a
function of the radius of the de-obfuscated area (X axis),
where the result of a de-obfuscation attempt is intuitively
represented by the 4+ and — labels: a de-obfuscation
attempt succeeds when the adversary recovers an area
with a relevance greater than the relevance associated
with the obfuscated area (label +); it fails, otherwise
(label —). In the analysis, important radii are:

o radius r; of the obfuscated area, which represents
the starting point for a de-obfuscation attempt;

e radius 7,,,, of the area with best relevance R4z,
which represents the best de-obfuscation that the
adversary can achieve;

o radius r; 4 of the de-obfuscated area including the
original location measurement and intersecting it in
a single point. Radius r; ¢ = r; + d, where r; is the
radius of the original location measurement A; and
d is the distance between the centers of A; and Ay;

o radius rp, of an area with the same relevance Ry
associated with the obfuscated area Ay. It represents
the breakpoint radius after which the adversary
produces a de-obfuscated area of less relevance than
Rjy.

From Figure 10, it is easy to see that starting from
an obfuscated area Ay with radius 7y, the adversary
may increase the relevance (thus decreasing the privacy
of the users’ locations) by enlarging the radius of the
obfuscated area from 7 to r,. The maximum relevance
is obtained for radius r,,.., then the relevance decreases,
while remaining greater than the relevance associated
with the obfuscated area until radius r, is reached.
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Fig. 10. Relevance variations in de-obfuscation attempts
against the r-family

Note that the adversary does not know the values of
radii rymq. and ry,. Furthermore, the curve representing
the variation of the relevance (i.e., the adversary gain)
depends on the specific obfuscation operator used for
producing Ay, which is again an information that the
adversary does not know. There are therefore three cases.
First, if the obfuscated area was produced by operator
R, the equations that model the relevance variation (see
Figure 10(a)) are based on the quadratic function of
operator R (Equation (5)), between ry and ry4,, and
on the quadratic function of operator E (Equation (3)),
between 7,4, and 74,, because the relevance decreases
as in the case of an obfuscation produced by enlarging
the radius. Radius r,,,, coincides with radius r; of the
original location measurement, which is associated with
maximum relevance R,,q..=R;.

Second, if the obfuscated area was produced by oper-
ator SR (partial overlapping), the equations that model
the relevance variation (see Figure 10(b)) are based on
the partial overlapping produced by operator S (Equa-
tion (7)), between 7y and r; 4, and the quadratic function
of operator E (Equation (3)), between r; 4 and 74,. In this
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Fig. 11. De-obfuscation attempt on area A; produced via
operator SE (inclusion) (a) and operator ES (b)

case, the maximum relevance R,,q, that an adversary
can achieve in correspondence with radius 7,4, is less
than R,;, since to obtain relevance R;, operator S used
in the SR process should be de-obfuscated too.

Third, if the obfuscated area was produced by operator
SR (inclusion), the only difference with the previous
case is that the initial slope of the curve representing
the relevance variation (see Figure 10(c)) follows the
quadratic function of operator R (Equation (5)).

From this analysis, it follows that a radius enlargement
is the strategy that the adversary must apply when an
obfuscated area has been produced by an operator of the
R-family. For this reason, the R-family exhibits a weak
robustness, because if the adversary is able to guess
the obfuscation family, she can apply a preferred de-
obfuscation strategy based on the enlargement of radius
rs. However, since the adversary is not able to calculate
or infer boundary 74, she can exceed 4, thus retrieving
an area with relevance less than Ry.

6.2

Although it may seem that to de-obfuscate an area
produced by an operator of the E-family the adversary
should just reduce the radius of the obfuscated area,
actually this is not always the case. In fact, to obtain a
de-obfuscated area with relevance greater than relevance
Ry, the adversary should try to increase the overlapping
between A; and Ay. If A; is included in Ay, the adversary
should reduce the radius of obfuscated area Ay, while if
A; and Ay are partially overlapped, the adversary should
enlarge the radius. To better understand the rationale be-
hind this observation, consider the examples reported in
Figure 11, where A; is the original location measurement,
Ay is the obfuscated area, and A, is the de-obfuscated
area produced by manipulating the radius of area Ajy.
Figure 11(a) illustrates an area Ay obtained through
operator SE and such that A; is included in Ay. In this
case, the adversary can actually recover an area having
a relevance better that the relevance associated with Ay
by reducing the radius of the observed obfuscated area.
Considering Equation (3), it follows that 77 /r7 > 7 /7%,
meaning that the relevance associated with area Ay is
greater than the relevance Ry associated with area Ay,
and then the location privacy of the user decreases.

E-family de-obfuscation
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Fig. 12. Relevance variations in de-obfuscation attempts
against the E-family

Figure 11(b) illustrates instead an obfuscated area Ay
obtained through operator ES and a de-obfuscated area
A,4, with a relevance better that the relevance associated
with A, obtained by enlarging, rather than reducing, the
radius of the obfuscated area. Considering Ec;uation (7),
we have that (A"'QAXB_"(AAmAd) > (AmAf{i):i{ijf , meaning
that the relevance associated with area A is greater than
the relevance R associated with area Ay, and again the
location privacy of the user decreases.

Like for the R-family, Figure 12 illustrates, for all
operators of the E-family, how the relevance varies with
respect to a manipulation of the radius of the obfuscated
area. Here, again we use radii r¢, 7mqz, 74,4, and 74, to de-
note the radius of the obfuscated area, the radius of the
de-obfuscated area with maximal relevance, the radius of
the de-obfuscated area including A; and intersecting A;
in a single point, and the breakpoint radius, respectively.
We need to discuss two cases separately.

Case 1: operators E and SE (inclusion) (Figure 12(a) and
Figure 12(b)). When the obfuscated area is obtained
through operators E and SE (inclusion), the adversary
may increase the relevance (thus decreasing the privacy
of the users’ locations) by reducing the radius of the
obfuscated area from 7 to r4,. The maximum relevance
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is obtained for radius r,,,., from which the relevance
decreases and falls below the relevance associated with
the obfuscated area when radius 73, is exceeded. Fig-
ure 12(a) shows that for operator E the relevance vari-
ation obtained by reducing the radius ry is modeled
by the quadratic function of operator E (Equation (3)),
between 7,4, and r¢, and is modeled as an obfuscation
produced by reducing the radius (Equation (5)), between
Tpp and 7pqq. Radius 7,4, coincides with radius r; of
the original location measurement, which is associated
with maximum relevance R,,.,=R;. Figure 12(b) shows
that for operator SE the relevance variation obtained by
reducing the radius 7 is again modeled by the quadratic
function of operator E (Equation (3)), between 7; 4 and
r¢, and is then modeled as a function of the overlapping
of the areas (Equation (7)), between r,, and r; 4. A
maximum relevance R,,,, <R; can be achieved by the
adversary with radius 7,44

Case 2: operators ES and SE (partial overlapping)
(Figure 12(c)). When the obfuscated area is obtained
through operators ES and SE (partial overlapping), the
adversary may increase the relevance (thus decreasing
the privacy of the users’ locations) by enlarging the
radius of the obfuscated area from r; to ry,. The
maximum relevance is still obtained for radius 7,,4.
and radius 7y, is the breakpoint. Figure 12(c) shows
that for these operators the relevance variation obtained
by enlarging the radius r; is modeled by the partial
overlapping produced by operator S (Equation (7)),
between ry and r; 4, and by the quadratic function of
operator E (Equation (3)), between r; 4 and ry,,.

From our analysis, we can conclude that for the E-
family there is not a preferred de-obfuscation strategy.
This implies that the adversary is forced to act blindly by
randomly choosing a reduction or an enlargement with
no information about the outcome. Being the adversary
unable to assess the actual relevance gain or loss of the
de-obfuscated area with respect to the obfuscated one,
the E-family is said to be strongly robust.

6.3 «-family de-obfuscation

The adversary that cannot distinguish between the R-
family or the E-family is forced to consider the whole set
of available obfuscation operators. According to the pre-
vious discussions, an obfuscated area produced through
obfuscation operators s, ES, SE (partial overlapping), R,
and SR should be de-obfuscated by enlarging its radius,
while an obfuscated area produced through obfuscation
operators SE (inclusion) and E should be de-obfuscated
by reducing its radius. The radius enlargement is then
the most likely de-obfuscation strategy for the »-family,
although a degree of uncertainty is due to those two
operators for which radius reduction would have been
the right choice. For this reason, the x-family, in general,
shows an intermediate robustness level between the
strong one of the E-family and the weak one of the R-
family.



7 EXPERIMENTAL STUDY

We experimentally evaluated our obfuscation operators
on a dataset of obfuscated areas and by simulating the
adversary behavior under different assumptions. During
the tests we have measured the robustness of our opera-
tors, compared one with the others, and with the trivial
solution based on just an enlargement of the location.

7.1 Experimental setup

To build up the datasets of obfuscated locations we
produced 20,000 random location measurements, and
20,000 random relevances R to simulate users privacy
preferences. We associated each location measurement
with a relevance and applied our different obfuscation
operators. We produced three different datasets of 20,000
obfuscated areas each produced by applying: 1) the
operators belonging to the R-family, randomly; 2) the
operators belonging to the E-family, randomly; and 3)
operator E only to test the behavior of traditional solu-
tions.

We developed a simulator of the adversary behavior,
using MATLAB 2007a, which let us apply different de-
obfuscation strategies. We considered two main adver-
sary behaviors: i) no contextual awareness, when the ad-
versary is not aware of any contextual information and
is not able to infer the obfuscation family applied; ii)
contextual awareness, when the adversary knows enough
contextual information to infer the obfuscation family
applied. The different assumptions regarding the con-
textual awareness have consequences on the adversary
behaviour that has to be assumed during the evaluation
of the R-family: i) the adversary with no contextual infor-
mation does not know that an operator of the R-family
has been applied, thus she cannot infer that enlarging
the obfuscated area is the best strategy. In this case,
she will act randomly, either by reducing or enlarging
the obfuscated area; ii) the adversary that knows that
one operator of the R-family has been applied, will only
enlarge the obfuscated area.

For the other two types of obfuscation, the whole E-
family and operator E, the different adversary behaviors
resulting from the contextual awareness are less mean-
ingful. For the E-family, as we illustrated previously,
there is not a preferred strategy, and the adversary will
always de-obfuscate randomly by either reducing or en-
larging the obfuscated areas, regardless to her contextual
awareness. For operator E the adversary knows that she
has an advantage in reducing an obfuscated area.

Finally, we assume that de-obfuscation attempts con-
sist in enlarging/reducing the radius of the obfuscated
area by a de-obfuscation level of 10%, 30%, 50%, and
70%. This is aimed to test different adversary behaviors,
from the most conservative to the greediest. The hypoth-
esis is that high de-obfuscation levels are associated with
both high gains in relevance and low success rates, while
low de-obfuscation levels result in low gains and high
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Fig. 13. Rate of successful de-obfuscations attempts
based on different degrees of manipulations

success rates. However, we will see that not all operators
confirm this hypothesis.

7.2 Experimental results

Quantitative evaluations and comparisons are pro-
duced based on both the successful de-obfuscation rate
achieved by the adversary and the relevance gain or loss
the adversary obtains as a result of a de-obfuscation
attempt. Analyzing both aspects (i.e., the success rate
and the amount of gain/loss) is relevant because in a real
scenario the adversary is assumed to behave strategically
by, implicitly or explicitly, maximizing them.

Success rate analysis. A success happens when the re-
sulting de-obfuscated area has a relevance greater than
the one associated with the obfuscated area. The dataset
produced by applying the operators of the R-family has
been tested twice for the two different adversary behav-
iors depending on the presence or absence of contextual
awareness.

Figure 13 shows how de-obfuscation success rate
varies (y-axis) with different levels of de-obfuscation (x-
axis), based on the type of obfuscation and contextual
awareness. Comparing the four cases, we observe that:

o de-obfuscation attacks against the E-family and the
R-family with no contextual awareness never exceed
a success rate of 50%, which confirms our theoretical
result that at best (i.e., for very small radius manip-
ulation) the adversary achieves the same probability
of success or failure and she has neither a preferred
attack strategy nor the possibility to guess whether
the de-obfuscation succeeds;

o de-obfuscation attacks against operator E and the
R-family with contextual awareness have a success
rate ranging from more than 95% for very small
radius modification to 80% for a de-obfuscation of
30%;
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Fig. 14. Adversary successes, gains, and losses

o in the R-family with contextual awareness, the ad-
versary always succeeds except for very high de-
obfuscation levels. This behavior is due to operator
S that, when used in the R-family, reduces the prob-
ability of exceeding the breakpoint and, therefore, of
retrieving a resulting de-obfuscation relevance less
than the initial one;

o operator E performs adequately only for high de-
obfuscation levels (more than 50%), since, in aver-
age, when the radius is considerably enlarged the
de-obfuscation fails.

Analyzing just the success rates, we can conclude that:

o the E-family is the most robust, since it exhibits the
lowest success rates among all operators;

o the R-family obfuscation is highly sensitive to the
adversary’s contextual awareness: if the adversary
cannot infer the type of obfuscation it provides
strong obfuscation; otherwise the resulting obfusca-
tion is weak;

o operator E is robust against greedy adversaries only.
Most conservative adversaries, which de-obfuscate
up to 50%, mostly succeed.

Adversary gain analysis. We have tested how relevance
gains and losses vary by increasing the levels of de-
obfuscation. When the strategy adopted is suitable to de-
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obfuscate the obfuscation operator under consideration,
the risk for the adversary is to exceed in the radius
modification and produce a de-obfuscated area with a
relevance less than the one of the obfuscated area. This
analysis is useful because a rational adversary will look
for that amount of radius manipulation that maximizes
the combination of the success rate and relevance gain
achieved, while minimizing the relevance loss. Formally,
we define the utility function for the adversary as U =
W .-G —(1—W)- L, where W is the rate of success, G is
the mean gain, and L is the mean loss. U assumes values
in [—1, 1] where positive values represent an incentive to
de-obfuscate; negative values indicate a disincentive to
de-obfuscate; and U = 0 represents neutrality.

For each adversary behaviour, Figure 14 illustrates
the success rate, and the mean relevance gain and loss.
Mean gain and loss are obtained by calculating the value
returned by each de-obfuscation attempt for every ob-
fuscated area in our dataset, and then by computing the
mean for each de-obfuscation level. Figure 15 compares
the utility function values (y-axis) for the different rate
of radius modification (x-axis).

Operator E. Figure 14(a) shows the results for operator E.
The maximum mean gain is obtained for radius manipu-
lations of 50%, corresponding to a relevance gain of 64%.
The mean loss is lower than 20% up to 50% of radius
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manipulation and increases for larger de-obfuscation
levels. The adversary utility function, as shown in Figure
15, is maximum (with a value of 0.5) in correspondence
of 30% of radius manipulation.

R-family. For the R-family, we have to consider two sce-
narios. Figure 14(b) shows the case of a contextual aware
adversary. The maximum mean gain is 42%, achieved
for 50% of radius enlargement. The adversary utility
function (Figure 15) is maximum (with a value of 0.29)
for 30% of radius manipulation. Figure 14(c) shows the
case of an adversary with no contextual information.
Here, the maximum gain is 21%, achieved at both 50%
and 70% of radius manipulation, and the utility function
returns an increasingly negative value for every radius
manipulation. A de-obfuscation level of 10% gives a
value of -0.002.

E-family. Figure 14(d) shows the results produced when
the E-family operators are de-obfuscated. The highest
relevance gain is 18% corresponding to a radius manip-
ulation of 30%. The utility function has the same shape
as for the R-family with no contextual awareness and is
always negative. A de-obfuscation level of 10% gives a
value of -0.008.

Analyzing these results, we can conclude that:

o only when a preferred strategy exists (i.e., operator
E only and the R-family with contextual awareness)
the adversary has an incentive to de-obfuscate and
30% of radius manipulation is the best choice;

o when the adversary acts randomly (i.e., the R-
family without contextual awareness and the E-
family) there is no incentive to de-obfuscate because
for every radius manipulation the utility function
returns negative values;

o operator E is the weakest obfuscation operator
because, regardless to any contextual information
known by the adversary, it provides the highest
utility function value among the families;

o the E-family is the strongest obfuscation family
because, regardless to any contextual information
known by the adversary, the success rate is always
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less than 50% and the adversary’s utility function is
always negative;

o the robustness of the R-family depends on the adver-
sary awareness. When the adversary knows that the
R-family has been used for obfuscation, the R-family
is weak and exhibits a behavior similar to operator
E. Instead, when the adversary has no contextual
information, the R-family is strong and similar to
the E-family.

8 A MOBILE SOCIAL NETWORK SCENARIO

A Mobile Social Network (MSN) represents a suitable
application scenario for our obfuscation techniques since
it can be easily enriched with location information. For
instance, Loopt [26] is an available online service that
locates friends through cell phones by georeferentiating
GPS coordinates on a map. Each Loopt user can decide
to share or not the information about her physical po-
sition on a friend-by-friend basis or for all friends at
once. Users of MSN cannot be anonymized, are often
involved in large web of relation (friends, co-workers,
relatives, or just acquaintances), and typically restrict
information made available to others according to the
type of relationship or on a person-by-person basis.
Location information could be managed in a similar way
by integrating our obfuscation-based solution into the
MSN. A typical scenario may involve a user that requires
the position of a person in her own web of relation or
asks the MSN for users in her proximity. Such a location
information should be managed according to the privacy
preferences of all users involved. A possible architecture
could include a trusted middleware, implementing our
techniques, which receives location requests and privacy
preferences from the MSN, retrieves actual locations
from a location service (e.g., a cell phone operator), and
returns them to the MSN, obfuscated according to the
privacy preferences of the users.

The adversary could be any user of the MSN who may
want to breach the location privacy required by a person
in her web of relation. With our solution, a potential
adversary receives an obfuscated location and can just
manipulate it trying to achieve a more accurate area.

The MSN management system can be considered a
trusted party since it manages users privacy preferences
(i.e., different mobile services would manage their own
users location privacy preferences). In a different setup,
we could imagine that mobile services are untrusted,
therefore the middleware should centralize and manage
users privacy preferences and apply them to all location
requests. In either cases, the architecture does not affect
the application of our obfuscation operators.

9 RELATED WORK

Location-based information and its management have
been considered in several works in the area of mobile
applications, including approaches aimed at protecting
the privacy of users. Some works are based on the



definition of privacy policies that define restrictions that
must be enforced when the location information is used
by or released to external parties [17], [24].

The line of research closest to the work in this paper
exploits obfuscation as the process of degrading the
accuracy of the location information to provide pri-
vacy protection. Obfuscation-based techniques perturb
the location information while maintain a binding with
the users identities. Duckham and Kulik [14] present a
framework that provides a mechanism for balancing the
individuals needs for high-quality information services
and the location privacy. The authors propose to degrade
the quality of the location information and to provide
obfuscation features by adding n points at the same
probability to the real user position. In general, all these
obfuscation solutions share some common drawbacks.
First, they do not provide a quantitative estimation of
the provided privacy level, making them difficult to
integrate into a full fledged location-based application
scenario [1]. Second, such solutions implement a single
obfuscation technique based on the enlargement of the
location area whose effect can be easily undid by the
adversary. Our previous works [2], [3] address these
shortcomings by presenting some techniques aimed at
preserving location privacy by artificially perturbing
location information. In this paper, we substantially
improve our previous proposals by first providing the
probabilistic fundamentals of our obfuscation operators,
by showing how these operators can be composed, by
evaluating the robustness of the operators against de-
obfuscation attempts performed by adversaries, and by
showing some experiments that validate our solution.

Another important line of research exploits the con-
cept of anonymity to provide techniques suitable when
the identity of the users is not relevant for the provision
of a service. Beresford and Stajano [6], [7] introduce
a solution based on the concepts of application zones,
representing similar application interests in specific ge-
ographic areas, and mix zones, which are areas where a
user cannot be tracked. Within each mix zone, the iden-
tities of all users are mixed and become indiscernible,
and users entering the mix zone are unlinkable from
other users leaving it. Bettini et al. [8] propose a frame-
work for evaluating the risk of disseminating sensitive
location-based information, and introduce a technique
aimed at supporting k-anonymity [10], [30]. The authors
put forward the idea that the geo-localized history of
the requests submitted by a user can be considered
as a quasi-identifier, that is, a set of attributes that can
be linked with external information, thus reducing the
uncertainty over the identity of the user. The service
provider gathering both users requests and personal
histories of locations should be able to link a request
to at least k-1 users having a personal history of loca-
tions compatible with the issued requests. Gruteser and
Grunwald [19] propose a middleware architecture and
an algorithm to adjust location information resolution,
in spatial or temporal dimensions, to comply with a
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specific k-anonymity requirement. Gedik and Liu [16]
describe another k-anonymity model where each user
is able to define the minimum level of anonymity and
the maximum acceptable temporal and spatial resolution
for her location measurement. They define a message
perturbation engine responsible for providing location
anonymization of user’s requests through identity re-
moval and spatio-temporal obfuscation of location infor-
mation. Mokbel et al. [27] present a framework where
each user defines her privacy preferences through a
parameter k, which is the k-anonymity requirement of
the user, and an area A,,;, that is the minimum ac-
ceptable resolution of her location information. That
framework includes a location anonymizer, for perturbing
the location information of users to achieve their privacy
preferences, and a privacy-aware query processor, for the
management of anonymous queries and cloaked spatial
areas. Ghinita et al. [18] propose PRIVE, a decentralized
architecture for preserving query anonymization based
on the definition of k-anonymous areas. A common
drawback of all these anonymity-based techniques is
that their applicability and performances depend on the
number of users physically located in a particular area.
Another line of research, which is not directly related to
our work, is aimed at protecting the path privacy of the
users [21], [22].

10 CONCLUSIONS

We presented different obfuscation operators that protect
the location privacy of users by changing their location
information. Our proposal takes into consideration both
the accuracy of location measurements and the users
needs of privacy. We also provided an evaluation of
the robustness of such operators. The analysis and the
experimental results prove that our operators provide
better protection than the simple enlargement usually
applied by current solutions.

The work presented in this paper leaves space for
further work: the analysis of our solution assuming
Gaussian-like distributions and complex location mea-
surement shapes; the introduction of map constraints
in the computation of obfuscated areas; the definition
of additional techniques for degrading the temporal
accuracy of location measurements; the extension of our
solution to protect the path privacy of the users; and the
actual integration and extensive test of our solution in a
real scenario.
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